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As the number of
users with
administrative
privileges grows,

so does the attack
surface that
needs to be
protected.

Permitting excessive permissions

As most AD environments have been in production for many years, their
attack surfaces have grown.Many of a forest's accumulated vulnerabilities
can be traced back to the pattern that someone needs something done,
usually in a hurry, and the least-privilege path to get that done is too time
consuming, not easily available, or simply not known. As a result, the user
or group or permission is over-privileged just to ensure the request will be
satisfied and the ticket closed. And of course, that entitlement is never ever
removed, so the attack surface simply grows and grows.

In reality, it's not uncommon for AD environments to have unnecessarily
high numbers of domain administrators—a fact that can be even more
troubling if those accounts are orphaned and are simply waiting to be
leveraged in an attack. Service accounts with excess permissions also pose
a high risk because their passwords are usually set to not expire, and many
of them will have weak passwords (which makes them a good
kerberoasting target). As the number of users with administrative privileges
grows, so does the attack surface that needs to be protected. Membership
to these groups should be tightly controlled.

Mistakes happen, of course. As an AD environment grows larger and more
complex, for example, someone might fail to properly account for inherited
permissions and inadvertently grant an account too many privileges. But
even properly managing privilege delegation is not enough with attackers
taking the offensive.

As an example, consider the impact of an AdminSDHolder attack. Just as a
refresher, the AdminSDHolder container stores the Security Descriptor
applied to privileged groups. By default, every 60 minutes, the Security
Description Propagation (SDPROP) process compares the permissions on
protected objects and reverses any discrepancies according to what is
defined in AdminSDHolder.

In an AdminSDHolder attack, threat actors exploit SDPROP to maintain
persistence by replacing the permissions of an object with the attacker's
unauthorized modifications. If the permission changes are identified and
undone, but the unauthorized changes to AdminSDHolder are undetected,
the attacker's changes will be reinstated.

Auditing permissions and monitoring for suspicious activity is the best
defense against the abuse of privileges.

Permission issues to watch for include:

1. Privileged objects with unprivileged owners
2. Permission changes on the AdminSDHolder object
3. Unprivileged users with DC Sync rights on the domain

4. Default security descriptor schema changes in the last 90 days









It isn't by chance that these attacks don't leave a trace; it's by design. The bad guys are spending massive amounts
of time inspecting exactly how their target environments function and looking for ways to bypass, obfuscate, and
circumvent any form of detection—which includes logging.

Because these kinds of attacks exist, the question becomes what should you do about it—both proactively and
reactively?

Protecting against malicious Active Directory changes

There are three ways to protect your organization against malicious AD changes:

1. Monitor AD for malicious changes: This goes beyond SIEM and involves a third-party solution designed

to see every change made within AD—regardless of who makes it, on which DC, using what solution,
etc.—ideally by reading and understanding the replication traffic of the DCs themselves. This monitoring needs
to include changes within Group Policy as well. In many cases, solutions designed to monitor changes in AD can
define specific protected objects to be monitored for any change—for example, changes in membership to
Domain Admins—so that anytime those protected objects are modified, alarms do go off. The solution should
cover both changes to Group Policies as well as visibility into replication.

2. Look for DCShadow: Mimikatz leaves some artifacts behind and there are some telltale signs that DCShadow
has been used on your network. Reviewing AD for these signs needs to be part of a regular review of AD
security. Note that once you find a trace of Mimikatz DCShadow in your environment, you must act quickly as
you'll already be a victim of an attack. At that point, you will wish you also had a solution that would show you
what changes were performed at the replication level, which you could then analyze and ideally revert.

3. Be able to recover AD: Your organization needs the proactive ability to recover any and all of AD should you
determine that AD has been compromised. In some cases, you can be thinking in terms of backups and a DR
strategy to recover AD in a cyberattack scenario. Should you indeed need to recover your complete AD service,
potentially as the next victim of a malware attack, beware that a good domain controller backup does not
equate to a seamless and fast AD service recovery. You'll want to have practiced the whole recovery process
periodically, following the copious Microsoft AD Forest Recovery Guide. But it's equally valuable to look for
solutions that can revert changes down to the attribute level or even automatically revert changes to protect
objects when detected.

Targeting Active Directory and modifying it to suit the attacker is a common tactic taken by today’s
cybercriminal—so much so that the old model of watching AD audit events for changes might no longer be viable.
Organizations that are serious about the security and integrity of their AD need to be looking for additional ways
to gain visibility into every AD change and have the ability to revert or recover when necessary.

IDENTITY ATTACK WATCH

Check out this roundup of prominent attacks on Active Directory
and other identity services.

Microsoft Exchange Hafnium breach involved stolen copies of AD databases
SolarWinds attackers targeted Mimecast's AD systems to access source code

Active Directory targeted in malware attack on New York schools

Explore the latest :
Identity Attack Watch
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